
"My parents wont let me walk to 
school by myself bc they think it is 

too dangerous, but they have 
given me a phone with a million 
more daily risks than I face irl."

Year 7, October 2023

(irl = In Real Life)



St Peter's Catholic School
Keeping Our Children Safe 
Online

It does happen here.

Welcome & Introductions



Keeping Our 
Children Safe 

Online
9th October 2024



Year 7 Year 8 Year 9

Online Safety Day:
➢ Healthy Relationships
➢ The Law
➢ Safety Online
➢ Being an Upstander (Mob 

Mentality)
➢ Cyberbullying

Online Safety Day:
➢ Data Protection
➢ The Law
➢ Safety Online
➢ Boundaries
➢ Privacy Online 

Online Safety Day/RSE Day:
➢ Healthy Relationships
➢ The Law
➢ Porn 
➢ Selfies
➢ Data
➢ Nudes/Sexting

Citizenship Lessons:
➢ CSE (Grooming)
➢ Peer Pressure
➢ Body Image

Citizenship Lessons:
➢ Discrimination

Citizenship Lessons:
➢ Media Literacy including Fake News, 

Misinformation, Echo Chambers, 
Filter Bubbles etc

➢ Eating Disorders
➢ Suicide/Self Harm ideation
➢ Support online for mental health



Year 10 Year 11 Year 12 Year 13

Citizenship Days:
➢ Evaluating Sources
➢ Discrimination including 

racism and sexism online
➢ Porn
➢ Revenge Porn
➢ Nudes
➢ Child Sexual Exploitation 

(CSE)
➢ Hate Crimes

Citizenship Lessons:
➢ Online Privacy
➢ Data
➢ Fake News
➢ Revenge Porn
➢ Deepfakes
➢ Rights and 

Responsibilities

Citizenship Days:
➢ Evaluating Sources 

including misogyny and 
Incels

➢ Nudes
➢ Addiction online
➢ Hate Crimes

Citizenship Days:
➢ Healthy Relationships 

Online including Revenge 
Porn and Nudes 

➢ Porn Addiction

Citizenship Days:
➢ Gambling
➢ Healthy Relationships 

Online 
➢ Consent
➢ Revenge Porn



Outline
Part 1: Risks
1. Contact
2. Content
3. Conduct
4. Commerce

Part 2: Support
1. How we can support our young 

people
2. Suggested Resources



Content

‘Content: being exposed to 
illegal, inappropriate or 

harmful content, for 
example: pornography, 

fake news, racism, 
misogyny, self-harm, 

suicide, anti-Semitism, 
radicalisation and 

extremism’ (KCSIE 2024).



• In 2023, there was an increase of 6.4% compared to the previous year, and 
the third highest total of referrals since 2015.

• There was also a greater number of referrals relating to Extreme Right 
Wing (19%) terrorism concerns compared to Islamist extremism (11%)

• Children and young people are overly represented in both Prevent and 
Channel data, with 63% of referrals relating to under 20s, and 31% being 
aged 14 and under.



Normalising Extreme Views
"It was unbelievably easy as a young teenager to access 
propaganda and now it's just as easy - maybe easier," 
John told BBC North West Tonight.

Night after night, he said he would sit in his bedroom, 
scrolling through far-right forums, watching videos and 
scouring social media until the early hours.

"I was just a very sort of angry, lost teenager," said 
John, who comes from a small town in the north-west 
of England.

"For me, it took just one click of joining a forum online 
before I'd been essentially manipulated to hate Islam.
"It started when I saw a post that said 'If you think 
British soldiers shouldn't be on the streets, share this'.
"I connected to that because someone in my family was 
a soldier and was struggling.

"I joined a group online and then people started saying 
it was because we're sending off billions in foreign aid 
and helping refugees and there's nothing left for the 
soldiers.

"And a naive 15-year-old me believed that and didn't 
think to fact-check it."



Content

Normalising Extreme 
Views



Pornography

“Pornography is currently one 
click away for children of all 

ages in the UK”
David Austin, Chief Executive of the BBFC (2020)

“12-17 year olds are the biggest 
consumer group of porn in the 

UK”
NSPCC (2019)



Pornography
• 51% of 11-13 year olds reported that they had seen 

pornography at some point, rising to 66% of 14-15 year 
olds. (Revealing Reality, 2022)

• The average age of viewing porn is 12 in the UK (NSPCC, 
2023)

• An NSPCC study in 2023 found that between 14-18 
year olds:
o 22% of students had viewed porn on multiple 

occasions.
o One in five said they had a porn habit
o One in 10 said they felt addicted.

• Three quarters (75%) of parents felt that their child 
would not have seen pornography online. But of their 
children, more than half (53%) said they had in fact 
seen it. (BBFC 2020)



Pornography

“If you put a phone in a 
child’s hand, you are 

putting porn in a child’s 
hand … don’t do it unless 
you are ready to speak to 

them about pornography.”
Boy (15)

Barnado's Research 2022



Pornography



Harmful Content
• Pro-Ana and Pro-Mia sites

• #selfharm and #suicide: "83% 
of social media users surveyed 
were recommended self-harm 
content on their personalised
feeds" (Swansea University, 2023)

• Private accounts 

• Tiktok challenges



Harmful Content



Generative AI

• Cyberbullying and sexual 
harassment

• Generative child sexual 
abuse material (CSAM)

• Disinformation and fraud

• Impacts on education

• Privacy concerns

• Bias or discrimination July 2024



Contact

‘Contact: being subjected to 
harmful online interaction with 
other users; for example: peer 
to peer pressure, commercial 
advertising and adults posing 

as children or young adults 
with the intention to groom or 

exploit them for sexual, 
criminal, financial or other 

purposes’ (KCSIE 2021).



CSE

Child Sexual Exploitation or 
Grooming

Online grooming is the technology-
facilitated process of befriending a 
young and vulnerable person by an 
adult perpetrator for the express 
purpose of sexual abuse and 
exploitation (NSPCC)



Gaming Online – “The biggest concern for Yr 7s and 8s…”

I think it is Roblox because anyone can chat with you and you don't 
know who they are. 

Being in a game filled with adults who bully and use adult language.

Being picked on due to there age or ability by rude online players.

Everyone talks to strangers online because its how social media and 
games work and most people do stay safe online and if not then they 
usually report it anyways.

Some online games need you to have voice chat so you have to 
communicate with strangers which can be dangerous.





Chat Apps and 
Social Media

“If they are fit and have rizz, then I would 
add them. I know how to stay safe.”

Year 8 Student

2024



Chat Apps and Social 
Media

More skin = More likes



Chat Apps and 
Social Media

•Location

•Oversharing

•Contact with people they 
do not know

•Omegle, BeReal, Discord



Conduct

‘Conduct: personal online 
behaviour that increases the 

likelihood of, or causes, harm; for 
example, making, sending and 
receiving explicit images (e.g

consensual and non-consensual 
sharing of nudes and semi-nudes 

and/or pornography, sharing 
other explicit images and online 

bullying’ (KCSIE 2021).



Conduct

• Girls as young as six were sending sexually 
explicit texts during the pandemic.

• Girls sent the majority of concerning messages.

• Eleven-year-old girls and 13-year-old boys 
attempted to send the highest proportion of 
sexts (SafeToNet, 2020)

• 39% of 12-17 year olds said they had received a 
sexual photo or video. The mean average age at 
which respondents received their first sexual 
image from someone was 14. (ESET, 2024)



Conduct

In England and Wales, the Protection of 
Children Act 1978 makes it an offence to 
take, make, show, distribute, possess (with 
a view to distribute) or publish an indecent 
photograph or pseudo-photograph of a 
child

The Sexual Offences Act 2003 (England and 
Wales) defines a child, for the purposes of 
indecent images, as anyone under the age 
of 18

NB Who owns the phone? 
Therefore, who possesses those 

images?

http://www.legislation.gov.uk/ukpga/1978/37




Cyberbullying

•Group Chats e.g. Class chats, "1st to 500"

• Livestreaming

•Gaming online

• Social Media/Apps including streaks



Gaming

• 12% of adolescents are at risk of 
problematic gaming, with boys more 
likely than girls to show signs of 
problematic gaming (16% vs 7%). 

• The majority of addicted gamers are 
adolescents and young adults within 
the age bracket of 18 to 34 years old.

• The average age of a gaming addict is 
24 years of age.

• Around 8.5% of children and teenagers 
under 18 around the world may be 
addicted to gaming. (WHO, 2024)



Commerce

‘Commerce – risks 
such as online 

gambling, 
inappropriate 
advertising, 

phishing and or 
financial scams’ 

(KCSIE 2021).



Commerce

Children as young as 
11 have problems with 
gambling, while 
almost half a million 
kids have admitted to 
betting regularly say 
the Gambling 
Commission.



Commerce

Buying vapes online:

Do you know where your child's 
money goes?



How can we support?



Values

What are your 
values as a family?

How does this 
relate to online?



Our Rocks How we can we follow our 
Rocks when online?



Family Agreements





Building Trust



Become a part 
of their reality

• Online life is real life
and it is their life

• Young people’s 
happiness is often 
linked to their 
connectedness

• Be positive!



Role Modelling



Detox

Research 
shows that 

young people 
want to reduce 

their use!



Healthy 
Relationships

Are you children 
absolutely clear on 
what makes up a 

healthy relationship?

Do your children 
know what red flags 
to look out for offline 

and online in 
relationships?



Exploring 
Sexuality
■ The internet helps young people learn 
important information about relationships 
and sex. 

■ Most young people become involved in 
nudes.

■ Educational websites and forums are 
especially helpful for LGBTQ+ young people. 



Learning!

“My parents don't know 
what I do online. They 
don’t understand tech

so I just do what I want”

Year 7, 2024



Help them be 
Upstanders!

ARCS:
•Act
•Report
•Challenge
•Support



When Things Go Wrong

What would 
you do if your 
child came to 
tell you they 

were 
addicted to 

porn?



When Things Go Wrong

What would you 
do if your child 

came to tell you 
they had sent an 

unsolicited nude of 
themselves and it 
had gone round 

the school?



When Things Go 
Wrong

What would you 
do if your child 

came to tell you 
they had 

pressurised
another student 

into sending 
them a nude?



When Things Go Wrong

What would 
you do if your 
child came to 
tell you that 

they had been 
cyberbullying 

another 
student?



When Things Go Wrong

What would 
you do if your 
child came to 
tell you that 

they had spent 
over £500 on 

skins?



The X Plan – could there be an "O" plan for online?

When a teenager ends up in a dangerous situation they text their 
parent or a trusted adult the letter X. Teens and parents then follow 
a prewritten script, something along the lines of the following:
Teenager: “Hello?”
Parent: “Something has come up, and I need to come and get you 
right now.”
Teenager: “What happened?”
Parent: “I’ll explain when I get there. See you in five minutes.”
Then the teenager can tell their friends that their parent called, 
something happened at home, and they need to be picked up. This 
way, teens don’t face their friends’ ridicule.
In addition, putting the X Plan into effect means that kids don’t 
have to share details of the situation with parents if they don’t want 
to. They are allowed to say as little or as much as they wish—even if 
it’s clear that they lied to their parents earlier in the day about what 
they were doing or where they were going to be.



The Conversation

1. Do a little homework
2. Pick your moments
3. Avoid the “big talk” – little and often
4. Keep conversations positive
5. Make positive choices
6. Connection rather than investigation



Practical Ways 
To Support



Practical Ways to Support

Limit Screen Time – Downtime and 
Apps



Practical Ways to Support

Limit Screen Time – Downtime and 
Apps

Where are 
ALL phones/ 

devices at 
night?



Practical Ways to 
Support - Monitoring

1. Aura

2. Qustodio

3. Microsoft Family Safety

4. Norton Family

5. Google Family Link

6. FamiSafe
Safetydetectives.com



Practical Ways to 
Support - Gaming

Games Consoles:
• Check the content of the game 

and any chat function

• Consider who your child could 
have contact with whilst using 
the game

• Check the in-app purchasing

• Does the game affect your 
child's behaviour?



Practical Ways to 
Support – Social Media

Things to check:

❑Oversharing

❑Location sharing

❑Talking to people they do 
not know

❑Inappropriate conduct

❑Unrealistic sense of 
reality

❑Obsessive focus on likes 
and comments



Practical Ways to Support 
– Age Restrictions

Snapchat, TikTok, Instagram, 
Facetime (Apple ID), YouTube 
(with parental consent), 
Spotify, WhatsApp etc etc - 13 
years



Practical Ways to 
Support - Streaming

You can set parental 
controls on:

Netflix

Disney+

Amazon Prime Video



Practical Ways to Support 
– Search Engines

Sometimes, innocent 
searches can lead to not so 
innocent results. If you're 
worried do ensure 
SafeSearch is on (or 
equivalent)



Practical Ways 
to Support -
Reporting

• The Child Exploitation and Online Protection Command (CEOP) helps keep 
children safe from online grooming. 

• If you come across an indecent image of a child online, it is important to 
report this to the Internet Watch Foundation (IWF) so that they can review 
this content. 

• If you know a young person who has had a sexual image or video of 
themselves shared online, and they’re under 18, talk to them about Childline 
and the Internet Watch Foundation's Report Remove tool.

https://www.iwf.org.uk/
https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/remove-nude-image-shared-online/


Practical Ways to 
Support - Reporting

• Online content which incites 
hatred should be reported to 
True Vision at report-
it.org.uk which covers the 
grounds of race, religion, 
disability, sexual orientation 
or gender.

• If you’re worried that a child 
is being abused, or at risk of 
being abused, you should 
contact the NSPCC helpline

http://www.report-it.org.uk/


Resources

Please note that these resources do not necessarily reflect the views of St Peter's Catholic School



Resources - Books

Please note that these resources do not necessarily reflect the views of St Peter's Catholic School



Resources

Please note that these resources do not necessarily reflect the views of St Peter's Catholic School

https://learning.nspcc.org.uk/research-resources/online-safety-resources
https://saferinternet.org.uk/guide-and-resource/parents-and-carers
https://www.childnet.com/parents-and-carers/
https://www.commonsensemedia.org/parents-ultimate-guides


Resources 

• Advice For Young People | 
Counter Terrorism Policing

Please note that these resources do not necessarily reflect the views of St Peter's Catholic School

https://learning.nspcc.org.uk/research-resources/online-safety-resources
https://saferinternet.org.uk/guide-and-resource/parents-and-carers
https://www.childnet.com/parents-and-carers/
https://www.commonsensemedia.org/parents-ultimate-guides
https://www.counterterrorism.police.uk/advice-for-young-people/


"Communication is THE key to 
keeping our young people 

safe"
NSPCC



If you had 2 minutes, we would 
be really grateful for your 

feedback.

We work really hard to make 
these sessions as useful as 

possible, so any feedback you 
can give is invaluable.

Many thanks


